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• Bridge between Safety & 
Security worlds, based on 
security perspective

• Encouragement of experienced 
embedded engineers with 
safety focus to use our tooling 
& technique.

• Demonstration of “real-world” 
example.
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Purpose of this short paper



• Several parts (each part is $/page)
• 26262-11 Section 5.1.2: Fault Modes
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ISO 26262 Standards
Fault Models?



ISO 26262 Standards
Fault Models?

• 26262-11 Section 5.1.2”Failure Modes” & Application
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Safety 
Assumptions –
SRAM Corruption

• Random bit flips of SRAM very 
“standard” assumption for 
safety engineering.

• Previous work in security 
engineering showed this might 
not be the same.

• Becomes question of setup 
more than fundamental fact…
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Case Study: ECU in Toyota Corolla
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Video Example – ECU on Bench
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Video Example – ECU in Car
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Conclusions

• Fault models from safety can be recreated with “security focused” 
equipment.

• Using black box fault attacks is possible for safety engineering.

• Considerable overlap where both safety & security can learn from 
relevant fields.
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